
~ Windows Firewall Configuration - Truly Block EVERYTHING ... 

It seems as much as we look into changing, tweaking, etc, there's always more crap phoning home. 

I was working on a script , like 1000 others, to block via blacklist, bu t it has proven fu tile so far. 

So, I'm going to take the approach I use with my browser: Block EVERYTHING by Default unless specified . 

We're going to use Windows Firewall and some precon figured regis try, and WFC for our li ttle se tup ... 

He re's the base regis t ry (Blocks Every thing by De faul t, even Windows Upda tes): 

Allow Only Core Networking + Block Windows Update 
Spoiler: I H~ 

Code: 
.... ,,_ - • - • - • ... .... I ... . - ... I_.... ..... I - ... .... I 

"CoreNe t - ICMP6- NDS- In"="v2 . 24 IAction=Allow IActi ve=TRUE: I Dir=In I Protocol=58 I I • 
"Core Ne t - ICMP6- NDS - Out"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=58 
"CoreNet- ICMP6- PP- In"="v2 . 24 JAction=Allow JActive=TRUE: JDir=In l Protocol=58 JIC 
"CoreNe t - ICMP6- PP- OUt"="v2 . 24 JAction=Allow lActive =TRUE: IDir=out l Protocol=58 J 
"CoreNe t - ICMP6- PTB- In"="v2 . 24 1Action=Allow lActive=TRUE: IDir=In l Protocol=58 1I 
"Core Ne t - ICMP6- PTB- Out"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=58 
"CoreNet- ICMP6- RA- In"="v2 . 24 JAction=Allow JActive=TRUE: JDir=In l Protocol=58 JIC 
"CoreNe t - ICMP6- RA- OUt"="v2 . 24 1Action=Allow lActive =TRUE: IDir=out l Protocol=58 1 
"CoreNe t - ICMP6- RS- In"="v2 . 24 1Action=Allow lActive=TRUE: l Dir=InlProtocol=58 1IC 
"Core Ne t - ICMP6- RS - Out"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=58 J 
"CoreNet- ICMP6- TE:- In"="v2 . 24 JAction=Allow JActive=TRUE: JDir=In l Protocol=58 JIC 
"CoreNe t - ICMP6- TE:- OUt"="v2 . 24 1Action=Allow lActive =TRUE: IDir=out l Protocol=58 1 
"CoreNet- IGMP- In"="v2 . 24 1Action=Allow lActive=TRUE: IDir=In l Protocol=2 1App=Sys 
"Core Ne t - IGMP- Out"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=2 JApp=S 
"CoreNet- IP!lTTPS- In"="v2 . 24 JAction=Allow JActive=TRUE: JDir=Inl Protocol=6 JLPor -
"CoreNe t - IPHTTPS- OUt"="v2 . 24 1Action=Allow lActive =TRUE: IDir=out l Protocol=6 1RP 
"CoreNet- IPv6- In"="v2 . 24 1Action=Allow lActive=TRUE: IDir=InlProtocol=41 1App=sy 
"Core Ne t - IPv6- 0ut"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=41 JApp= 
"CoreNet- Teredo- In"="v2 . 24 JAction=Allow JActive=TRUE: JDir=In l Protocol=17 JLPor 
"CoreNe t - Te r edo- OUt"="v2 . 24 1Action=Allow lActive =TRUE: IDir=out l Protocol=17 1Ap 

[HKE:Y LOCAL MACHINE\SYSTE:M\CurrentControlSet\Se rvices\SharedAccess\Paramet e : · 
"WindowsUpdate- IPAddress - 65 . 55 . 163 . 222- 0ut"="v2 . 24 JAction=B1ockJActive=TRUE 
"WindowsUpdate-IPAddress- 157 . 56 . 96 . 123- 0Ut"="v2 . 24 JAction=BlockJActive =TRUE: 
"WindowsUpdate- IPAddress- 157 . 55 . 240 . 220- 0ut"="v2 . 24 1Action=Block lActive=TRU 
"WindowsUpdate- IPAddress- 191 . 234 . 72 . 183- 0ut"="v2 . 24 JAction=B1ockJActive =TRU 
"WindowsUpdate- IPAddress - 191 . 234 . 72 . 186- 0ut"="v2 . 24 JAction=B1ockJActive=TRU 
"WindowsUpdate-IPAddress- 191 . 234 . 72 . 188- 0Ut"="v2 . 24 1Action=Block lActive =TRU 
"WindowsUpdate- IPAddress- 191 . 234 . 72 . 190- 0ut "="v2 . 24 IAction=Block IActi ve=TRU _ 
"WindowsUpdate- IPRange-173 . 223 . 204 . 0 - 173 . 223 . 204 . 255- 0ut"="v2 . 24 JAction=Blo T 

~ I III I 

Allow Only Core Networking + Allow Windows Update* 
Spoiler: I HX!e 

Code: .... - ·-·-· ...... ·- .. ··- _.., I "CoreNet- ICMP6-NDS - In"="v2 . 24 JAction=Allow JActive=TRUE J Dir=In J Protocol=58 JI • 
"CoreNe t - ICMP6- NDS- OUt"="v2 . 24 1Action=Allow lActive =TRUE: IDir=out lProtocol=58 
"CoreNet- ICMP6- PP- In"="v2 . 24 1Action=AllowlActive=TRUE: IDir=In lProtocol=58 1IC 
"Core Ne t - ICMP6- PP- Out"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=58 J 
"CoreNet- ICMP6- PTB- In"="v2 . 24 JAction=Allow JActive=TRUE JDir=Inl Protocol=58 JI 
"CoreNe t - ICMP6- PTB- OUt"="v2 . 24 1Action=Allow lActive =TRUE: IDir=out lProtocol=58 
"CoreNet- ICMP6- RA- In"="v2 . 24 1Action=AllowlActive=TRUE: IDir=In lProtocol=58 1IC 
"CoreNe t - ICMP6- RA- Out"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=58 J 
"CoreNet- ICMP6- RS - In"="v2 . 24 JAction=Allow JActive=TRUE JDir=In l Protocol=58 JIC 
"CoreNe t - ICMP6- RS- OUt"="v2 . 24 JAction=AllowJActive =TRUE: IDir=out l Protocol=58 1 
"CoreNet- ICMP6- TE:- In"="v2 . 24 1Action=Allow lActive=TRUE: IDir=In lProtocol=58 1IC 
"Core Ne t - ICMP6- TE:- Out"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=58 J 
"CoreNet- IGMP- In"="v2 . 24 JAction=Allow JActive=TRUE JDir=In l Protocol=2JApp=Sys 
"CoreNe t - IGMP- OUt"="v2 . 241Action=Allow lActive =TRUE: JDir=out l Protocol=2 1App=s 
"CoreNet- IPHTTPS- In"="v2 . 24 IAction=Allow IActi ve=TRUE: I Dir=In I Protocol=6 l LPor -
"Core Ne t - IPHTTPS- Out "="v2 . 24 JAction=Allow JActi ve =TRUE: J Dir=out J Protocol=6 J RP 
"CoreNet- IPv6- In"="v2 . 24 JAction=Allow JActive=TRUE JDir=In l Protocol=41 JApp=Sy 
"CoreNe t - IPv6- 0Ut"="v2 . 24 1Action=Allow lActive =TRUE: IDir=out lProtocol=41 1App= 
"CoreNet- Teredo- In"="v2 . 24 1Action=Allow lActive=TRUE: IDir=In lProtocol=17 1LPor 
"Core Ne t - Te r edo- Out"="v2 . 24 JAction=AllowJActive =TRUE: JDir=out JProtocol=17 JAp 

[HKE:Y LOCAL µ.ACHINE:\ SYSTE:M\CurrentControlSe t \ Services \ SharedAccess\ Paramete : 
"WindowsUpdate- IPAddress- 65 . 55 . 163 . 222- 0ut"="v2 . 24 1Action=Allow lActive=TRUE 
"WindowsUpdate- IPAddress- 157 . 56 . 96 . 123- 0ut"="v2 . 24 JAction=AllowJActive=TRUE 
"WindowsUpdate- IPAddress - 157 . 55 . 240 . 220- 0ut"="v2 . 24 JAction=Allow JActive=TRU 
"WindowsUpdate-IPAddress- 191 . 234 . 72 . 183- 0Ut"="v2 . 24 1Action=Allow lActive =TRU 
"WindowsUpdate-IPAddress- 191 . 234 . 72 . 186- 0ut"="v2 . 24 1Action=Allow lActive=TRU 
"WindowsUpdate- IPAddress- 191 . 234 . 72 . 188- 0ut"="v2 . 24 JAction=AllowJActive =TRU 
"WindowsUpdate- IPAddress - 191 . 234 . 72 . 190- 0ut"="v2 . 24 JAction=Allow JActive=TRU _ 
"WindowsUpdate- IPRange-173 . 223 . 204 . 0- 173 . 223 . 204 . 255- 0Ut"="v2 . 24 1Action=All T 
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What we've done here, is removed all preset rules to ensure nothing is pre-whitelisted, except t he most 
core guts of Networking. Blocking those = nothing will work at all, totally broken. You chose whether to 
accept/block Windows Updates. 
*IMPORTANT: Windows Updat e IPs may vary from person or region. Those were what I needed for 
i t to work. 

Now, we're going to use Windows Firewall Control for easier management. Configure exactly as depicted in 
the screenshots ... 

1. Profiles: 

Spoiler: H~ 

~ Nocifitatio.ns. 

~Rulo 

G:J Tools 

[DAbout 

a D Filtering level specifies which connections should bt bloC:ked and 
_Q_ whi(h connections s.hould be allowed 

Q High fittering 
All outbot1nd and Inbound connections are blocked. This profile blocks 
all anempu to connect to and From vour computer. 

@Medium Filtering (rttommended) 
Otitbound conneaioos that do not match a rule are blocked. Only the 
p;cgrams with a.n allo\v rule are aJlcwed. 

Q low filtering 
Ot..1:bound cOMecti'ons that do not match.a rule are allowed. OnJy the 
programs v,ith a b'.-Odc rule are blocked~ 

0 No F'i!tering 
Windows FirewafJ tS turned off. A.void u.sing this setting 11nle~ you 
iu'Je another firewall running. ~ 

fi1 Specify the profile that \Viii be reverted in case it lS switched to a 
~ lower filtering profile for instaUing/updaring purpose.s 

~ Auwmaticallvsett Medium Filtering ,.. j after ~ minute s 

MANAGUMB [,a E,/j [~ -,,'] 
~~~~~- -~~~~~~~~~~~~~~~~~~~~~~~~~ 

This ensures everything you haven't allowed, will be blocked. High Blocks EVERYTHING, no matter 
what, as if you disabled your internet. Also, there's a 1 minute option. You could quickly 
lower/ deactivate Firewall, but make sure it comes back up. 

2. Not ifications 

Spoiler: H~ 

OoO Profiles 

~ Rules 

f;3 1oois 

[D About 

~ Notification level specifies whie:h blocked outbound connections 
l=.JJ should be displayed to the user 

Olliv> 
Dis.play nori.ffcaOOM for all blocked OUtbound conni!<tion.s, Including 
the system cne-s:. e:eneratcd by the connection arrempts of svchost.exc 
and System. 

Q Medium (re<omme.nde<f} 
Cispf.!ly rwtfficedons for au blocked outbound connf'ttfons. but ign-ort 
and co not display the notifications generated by svchost.exe and 
S',-stem. 

Qtow 
Automatically aUo-r. dJgitally s:igned programs with a vall-d signature to 
access tl'\t ntt\•1ortc and display rioenatfons ontv tOt unstgntd 
l)4'0Etams. This applies if no rule ls defined. 

@Disabled 
Do not displav no-tffications. 

Ge:] Notifftarions options 

Auromaticallv, dose o notification in ~ seconds 

CUstom timeout for temporary rules is I 30 I minutes 

@ Display notifications on top of other ,vi.ndo\•1!. 

0 Play a sound \";hen e new notification is generated 

(!, ;, ~ default SO<lllO 

0 P,ay cu-:1om =a 

li#J Advanced notificatiof\S .settings 

0 Use atlo\'1 rufes ,I/hen searching for matching rules.. Recommended for 
c.ompatibDitvwith ocher se..'"Urity programs if duplicate notifications 
ace displayed. 

0 Use' &eneric block rules when searehing for matching rules. If a block 
rute rhat apply 10 .lll programs matc'hes tJie bloc:ke<t conner.:tion, the 
notificanons wiU not be displayed 

0 Use disabled rules when searching for matching ruJes. If a matching 
cfr,a'bled rule is found the notifkacions will not be displayed. 

Relt't de.filu1t •dvanced ffttl:nes 

MANAGE •<JlB ~l LI! [_x_] ':kl 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Altogether, we disable notifications and any leniency . You'll be bombarded otherwise. 



3.0ptions 
Spoiler: Hid• 

0 Q O Profiles 

IJ]About 

rm, Specify befow th-e options to apply for all user actounts fro1n the 
l!!.!J local compuu:,-

0 Shell Integration 
lnte~te the ~am Into the contm menu of the exeC\ltable files 
and the shon.wts of oecuteble files. 

@ Stan automaricatty at user loe:on 
W'hen using Fast~ S\Vitching feature, this option applies for the 
first togon of the use~ 

0 Stture rule.s 
~tomadcally d.-lete unauthorhed rules ueated b',' pfoerams othtt 
than Windo\vs Artwatl Cont roL 

0 Secure boot 
Automaticall'ym Hieh Filterine proffl.e on system sh\11 do\vn . 

• Global HotKey< 

Sobal HotKeys are keo,boacd shortcuts that you can use from within anv 
n,nnlnc applic:atlon 

MalnPanol 
Nooe 

J 
Define below the appearance of the progra.1n by setting any RGB 
co4or combin11tion 

s•ue 

- eoto, l t000000 I 

=-lmPon, expcn or restore the user senfnes 

upott •"S<!r <omnc• to. ft~ 

~"' 11 ~ncs to~ Otfault value< 

Io l 
liJ 
(o] 

MANAG' RullS [,J Et) G<J ~ 
~~~~~~~~~~~~~~~~~ 

Easy Right Click to Whitelist, Disable anything else from tampering with rules, and autostart WFC. (! 



I 
didn't use Secure Boot, as 1t would kill my TeamV1ewer on reboot, as you have to manually 
downgrade to Medium from High every restart if you enable this) . 

4. Rules 
spoiler: Hid• 

m Windows finwall Control D X 

0 WJNOOWS IlS[WAil CO«TROl -1 (~[] 

~ Notificanorrs 

~ Rules I 
t!:l Tools 

[[I About 

,8.f Specify the dire<tion for which a new rule is applied when creating 
a new rute: 

@ OU!bound (recommended) 
Bvdefault create ontyoutbound n.,!es whe-n creating new rules to 
a!low or blO<lC apolit.>tions. 

Q tnbound 
S.,, de1ault create only inbound ruJes. Use thls option \Ylth caution. 
Inbound access is usually required for serve, applications. 

0 outbound and inbound 
Bv default crute botll tVpes or"''"'· Not recommended. 

OD Specify the tocations for \Vhich a new rule is app6ed \Yhen oreating 
oO anewruk: 

0 0omarn 

0 Private 

0 N>llc 

!;= lmpon. e.xpon or re1tort' tirewtll rule, 

lmoort \\linoO\~ fire-~• rutes trom I t:te 

E.,i,on w,n<tows Firewttl n.iles co• tllt 

RnlDre \Vin1Juw, Flfffl•l tJcfc1ult ~ of rulei 

Resto« w ndow, r;~""' Control recommonded rules 

W.NAGE RULES [,:,] ft! [,iJ ;::->ij 

_J 

Apply for all connection profile types, and let's not blanket allow Incoming Connections. Most apps 
don't need them. 

5. Tools 

Spoiler: Hx!. 

m Windows ,.....,.n Control D X 

0 WIN~ ::u.:EWAll CC>HTf:Ol 4 [1} 

~ Notilicall<M1S 

(DAbout 

f9 Use. the shortcuts beJow to laund\ various system utilitits. Theie. 
L lit prof(ams WlJJ be ~Jtecuted \Vhh hiahtS-t privile.ats available. 

w.-.firtwa• ,.,,nADV.ln<eaSecumv 

\tJ "f'IOO",•,s f,ttwaU Con•rot Pantl opplet 

Even~ 1/Jtwe:r 

~ .Specify beJow th~ URL sef\l;ce,s used for various online verifications 

URt u, check an IP address reputation 

I r,np //www.lpvold.com/mn/(O}/ 

URL ro check a fire tas_aj on the SHA256 hash of the file 

hap,J/www.virusr.oi:al.com/file/(Oj/anatysis/ • I 
URl tl> start a WHOIS query 

1 hnp//who.ls/whois-ip/,;,·address/(01 

URl to read more about a specific port 

I hnp:/fwww.g,c.rom/pon_(Ol.htm 

MANAGE RULES [ -.,_] [~j ~ ~ 

Leave this section alone. 



6. About 
Spoiler: Hxle 

~ Notifications 

[TI] Op<ions 

g 1coo 

1--r[About I 

OJ About th, proe,am 

Windows firewall Conxrot • 5.3.0 

Copvncht O 2015 by AJ ... ndru Oicu 

Pullh!Md t,y Bln!Sof'~o,a 
Ot«t;. now if a ri-eow ~'e.1'1JO" ls avaJlab.le 

0 AutC<naa< <hW< tu updates 

0 lJic proxy configuraucn 

@ Activation status 

Produa Activated 

Thank you for your suppon 

W.NAGE RULES ~I t~"l [iJ j"J 
~~~~ ~~~~~~~~~~~~~~ 

I disabled the auto-update. 

Whitelisting Programs: 
Spoiler: Hxle 

Now, find apps that you want to use the internet, right click them, and whitelist them: 

.U.02403.llO 

.U.o.l<OL1S5 
0 E' th,omc,.,. 

d1b..19-lo9 
• V1sul!Ottntnts'M•"lftn.J1r!\I 

Vll/201~73JAh-1 r,~foldcr 
a,'1J/.20lS 7:0~Pt.1 fil~foldcr 
e.'712015 9;]0 Pf,,l tiipp!K,hon 
·129/ZOIS 3:.;"> Pl\:1 1nt Ooc-um•"i 
81111101) 7;(1)-M XJ,1.l Oocunl(nt 

ENABLE YOUR BROWSER ... 

$ P.un as ulministtatot 

l roubleshoot COtnJ),M.hlity 

.. lns.ul wtlh RNO thlinsttl&tt Pto 
Gil 7-Lp 
Gil CRCSHA 
,:J £d11 with Nc.tcpM:I• • 

!;I Hex Ed~ - Hex Womhop v6.8 

-a \Vh,t I'S Joctmg this f11t7 

Slw•on 
Pin to ustbt, 
Ptn 1.0 Surt Mfflv 

fwsto<c P,f'IIOUS 'iU1tOl'IS 

Stnd;-o 

Cut 

Copy 

c,u1e shoftc1.1t 

f;' Oelt1:t. 

$ R""mt 

Proptrtiu 

> 
> 

> 

> 



Notes: 
1. Be warned that this setup is for someone with the time and knowledge to put up with apps, network 
services, the entire internet, etc, not working, and to figure out what is needed to whitelist. There is a log 
feature in WFC that will help you view connections, but it's mostly trial and error if you're trying to unblock 
something like Windows Update ( in case by registry above doesn't work for you) . 
2. Don't blindly enable WFC Recommended Rules. It allows the Windows Store to talk to the internet, in 
case you don't want that. 
3. I tested with a fully activated WFC. You will not have Notification Levels to control if not activated. 
4. This may cause lower level services and networking to fail (even LAN Drives). It may require more effort 
than simply right click to whitelist to handle said services. 
5. Some apps may have multiple exe files that need whitelisted to fully function. You'll likely only need to 
worry about EXE files. 
6. Unless Microsoft compromises their own Firewall Software (which is terrible as it should do what it is 
told, and the Pro and up version are supposed to be Enterprise grade (*cough*), this should kill all 
possibilities for talking to MS, except those you knowingly ( or unknowingly, with too permissiv e whitelisting) 
allow via WFC. 

Last edited by CODYQX4; 24 Aug 2015 at 22:25. 

Microsoft Toolkit - Official KMS Solution for Microsoft Products with License Backup and much more 
Windows Firewall Configuration - Trulv Block EVERYTHING 

Download Microsoft Office 2010 Retail 
Download Microsoft Office 2013 Retail 
Convert to Volume using Channel Switcher, and use EZ-Actr,ator to activate. 
Most, but not all versions available, and some cannot be converted to Volume. 


